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ANALYTICS

Big data security analysis (BDSA) that automates Garda Technology is a cybersecurity company with experience l ' G A R D A

incident identification and ensures investigation in developing high-load solutions since 2005. We protect critical
procedures and early detection of security threats.

h

y from cy tacks and insiders. Our technologies are TECHNOLOGIES

represented in the major financial companies, industrial and
energy corporations, telecom and service providers. All our

Capabilities 2 - g

solutions based on own proprietary technological platform,

no third-party licenses required.

~n Garda Technologies provides integrated
E:}/ implementation and support of data security
N systems:
= digital assets audit
= vulnerability research
EXTERNAL AND = technical support
OPEN SOURCES = staff tralning
®= post-warranty services

Use Cases
Garda Technologies is part of ICS Holding.
ICS HOLDING S
o 23 $1.5 billion,
M. COMPANIES 7 700%revenue
S >
N O O ecosystem of 23 companies growth between
providing digital transformation 2017 and 2018

services to enterprises,
carriers and national
regulators as well as SMEs

7Sy 1,000
A@A B2B CLIENTS 9%9\ 6,000

across over highly qualified

20 countries worldwide specialists CY B E R S E C U R I TY
Garda Analytics is CONTACT US TO REQUEST A DEMO OR ORDER A FREE TRIAL

a part of «Garda

Security Ecosystem»

Unit 9, 50 Gagarina Avenue,
Nizhny Novgorod, Russia

8(831) 2203232

antifraud@gardatech.ru
en.gardatech.ru




GARDA
DB

DAM/DBF (Database Activity Monitoring/Datab
Firewall) Appliance

Database audit and blocking

Continuous

ensure DBMS security and independent audit of database
atabase request monitoring. Real-time suspicious

operation identifcat
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® Audit of all datab

s, Including ® Userrightanalysis, Access marix change

local real-time ax ontrol
= Archiving and analyzing database requests. . anhr on of security policy violations
rights, admin behavior anomalie:
= Any-period smart data storage breach attempts, etc.)
= User behavior analysis (based on machine = Big Data prote
learning)
. renensive graphical reports.
= Automatic active and unknown database
identification = Blocking undesired user/admin actions
. cation by a set of parameters = Flexible generation of security policies
transfer control, etc.)
= Integration with all popular SIEM systems

vulnerability scanning

Garda DB protects against intentional
privileged and ordinary users.

actions of insiders, hackers,
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= Download and sale of customers’ credit card data. = PCIDSS
= Fund fraud and thefts .

= Unauthorized act and sale of priv . SOX

= Manipulations with client b KPI cheating by = GODPR

managers.

= Misappropriation and sale of customer b
commercial information to competitors

s and other

f shadow, illegitir
it

.
tabases by administrators

k traffic analysis (NTA) and F ics instrument

ency of data flows with the help of total
Identifies anomalies, assists in investigating incides

ol and real-time traffic logging
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= Flexible filter s

stem. Instant search by criterion (including detection of encrypted tra

2ntifying traffic anomalies

Determining data source and data recipient locations

Storing raw traffic.

Integration with SIEM systems and data expx

Fulltext search through intercepted data

= 106Gb/

waffic analysis

100 Th+ traffic storage

= Traffic classification according to 250 protocols (HTTP,

Network Incident Traffic Control and
& Investigation Analysis

= Unlimited v
any-tir

Jume of afi regitation and .
rompt acce:

al network IP traffic monitoring and
incident identification.

S of information streams according

w\e, ant protc

Library of ¢ policies for identifying
incidents immediately after implemer

» Realtime c
immediat n(m”u conl

nt analys

omization for
)

a Integrated control center. Ag
« Interactive reports and transparent analytic: statistics captured from
incoming and outgoing traffic. Incident paint
tistics
= App-level object reconstruction from traffic

Garda Monitor ensures complete control of network data flows and allows identifying threats,
including cases of breach from an open network into the security perimeter

=, Use Cases
E

device behavior profiles. d resource abus L-L‘WWML s or
Further identification of anomalie: unknown third pa

ams, providing acce \V."(-'v. ¢
Monitoring network incidents, identifying without offcial regis
traces, and collecting evidence during the
stigation

Tracing network attack sources

dentifying malicious software
viral activities.

ENTERPRISE

Ensures data security and confidential data leak protection.
Combines classic DLP (Data Loss Prevention) and powerful
analytical capabilities.

entional actions of

r objective: confidential
rs, hackers, privileged an

a leak protection caused by intentional or unint
ordinary users
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= Monitoring network communication ¢

= Automatic incident blocking.

= Centralized management of networks comprising stand-alone DLP systems distributed across
company branches.

= Workplace control {Internet, printing, portable media, VoIP t

yoe, Viber, etc)

® Employee schedule control

o
o Use Cases

= Misappropriation and unauthorized distribution of data.

= Identific

on of ca

rade secrets

es of unauthorized forwarding of information related

= Identific

on of conspiracies aimed at malicious activities

= Identification of resource abuse (job hunting, visiting entertainment sites, online games, etc.)

= Identific

oftware (torrent clients, VPN clients, remote a

tion of the use of inapprop:

on of the use of cloud storage facilities a

and transmitting operatin

file sharing services for storing

Aonitoring or blocking the u
emation

= Revealing facts of contact between employees an
messengers)

a Compliance

—
= Baselll

= HIPAA




